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1. OCHOBHBIE MOJIOKEHUA

['JIOUC paspaboTaHa AJisl CO3[aHUSA «€AWHOM TOUYKH [AOCTyNa» KO BCEHW HH>KEHEPHO-
TEXHUYECKOW HUHPPACTPYKType o06bekTa. OHa 1N03BOJISET KOHTPOJMPOBATH JIIOOYIO
MHTErPUPOBAHHYI0 CHUCTEMY, WA YCTPOUCTBO B NpeJesiax CHUCTeMbl, C JIOKaJbHbIX U
yAaJleHHbIX pab0o4uMx MeCT, HE3aBUCUMO OT pa3Mepa 0O0beKTa — OT OJHOTO 3JaHHUf [0
pellleHul TOPOJCKOT0 UJIM PETMOHAJbHOT0 MacliTaba.

Hacrodmuye TexHUYecKUe yCJA0BUA pacnpoctpaHdawTca Ha Cucremy [JIOUC,
npeJHa3HaYeHHYI0 JJis peaji3alluy cepBrca on-line B3aMMoAeUCTBHUS M0JIb30BaTeeN C
KOMIIOHEHTAaMH KJIMEHTCKUX 00'bEKTOB.

Cpezioli B3aUMOJeMCTBUSA MOJIb30BaTeJell ABJAeTCA rpadpuueckuil uHTepdeiic canTa
['JIOMC (nanee — rpadpudeckuit uHTEpdEic), KOTOPbIH NpesHa3HAYEH /JI1 aBTOMATU3aL[UH
npeAoCTaBJeHUs YCAYT 0 MOHUTOPUHTY U YIIPaBJEHUIO KIMEHTCKUMU 00'bEKTAMU.

[locpencTBOM rpadudeckoro HTepderica peasnsyeTcs:

e [losHasg cUTyallMOHHAss KapTHHA ONEpPaTUBHOM OOCTAaHOBKM Ha 0OBbEKTax
MOHUTOPHHIA B paMKax Npe/iBapUTeJIbHO HACTPOEHHBIX NOJTHOMOYHUH;

o KauecTBeHHas BU3yasiM3alydsl Pa3/IMYHbIX TUIOB JJaHHbIX, NOCTYNAKIIUX OT BCEX
MHTErPUPOBAHHBIX CUCTEM: BUJEO- UM ayAWOJaHHble, COOBITHUS, KOMaH/BbI,
nepeMeHHbIE;

e YmpaBJieHHE YCTPOUCTBAMHU, CUCTEMAMU KJIUEHTCKUX 00'bEKTOB;

e Busyasnsanua B3aMMOJeUCTBUSA BCEX 3JIeMEHTOB UHTETPUPOBAHHbIX CUCTEM;

e (Co3laHve aHAJIMTUYECKHUX OTYETOB.

1.1. OBJIACTb IPUMEHEHUS

1.2. YC/10BHA 3KCIUIYATALIUA
[JIOUC dyukumronupyet B pexxume 24/7/365 (24 yacoB B CyTKH, ceMb AHEH B HeJEJI0 U
KPYTJIOTOJMYHO).

1.3. OBILLIEE ONNUCAHUE UH®OPMALIMOHHOI'O OBMEHA

O6MeH JaHHbIMM Mexay kKomrnoHeHTamu [JIOMC (o6siauHblii CEPBHMC, KOHTPOJLIEPHI
nepejjayv JAHHBbIX, KOHEYHbIe YCTPOWCTBA) OCYIIECTBJSIETCS C HCIOJb30BAHHUEM CETHU
UnuTtepHet. Ilpu ocyuecTBieHUM HWHQOPMALMOHHOTO OOMeHa OCHOBHBIMHU CETEBbIMU
TeJIEKOMMYHHKALlMOHHBIMHU NPOTOKOJIaMHU SIBJISIIOTCS NPOTOKoJIbI ceMelicTBa TCP/IP.
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B TJIOUC w™oxeT ObITb JAo6aBjeHa NoAAep>KKa JIIOOBIX JOTIOJIHUTENbHBIX
NPOTOKOJIOB OOMeHa /[aHHbIMM, MO3BOJIIIOUUX IMOJAK/IIOYUTL CleldaJu3upoBaHHbIE
CHUCTEMbI Pa3/IMYHbIX THUIIOB M Pa3JIMUHbIX IPOHU3BOAUTEIEN

1.4. OBIIME TPEBOBAHHMA K OPTAHU3AIIMU MOAK/IIOYEHUA

B cOOTBETCTBHM C HOPMATUBHO-NPABOBbIMU aKTaMU B cpepe 3audThl UHPOpPMALIMU B
['JIOUC npuHSTBI Mepbl 10 3alMTe HHPOPMALUU:

1. XpaHeHHe U 06paboTka uHbopmanuu, cogepxaueiica B [JIOUC, a Takke 06MeH

MHOpMaIUU OCYLIECTBJSAITCS NOCJE IPUHATHSA MepP N0 3al[ATE YKa3aHHOW UHPOpMaILUU
OT NOBpEX/JEHUS WU YyTpaThbl, NPEeAYCMOTPEHHbIX HOPMAaTHBHO NMPAaBOBBIMHU aKTaMHU B
06J1aCTH 3aMThl MHGOPMALUH.

2. AZIMUHHUCTPATOPbl COOTBETCTBYIOIIMX YpPOBHEH (afMUHUCTpATOp BJafe/blia,
aJIMMHHUCTPATOp KJHWEHTa, aJMHHUCTPATOP KJIHUEHTCKOr0 O0beKTa) Ha3HA4alT JIMII,
OTBETCTBEHHbIX 32 BHeceHHUe cBefeHul B ['JIOUC.

3. B cooTBeTCcTBUM C 3aKOHO/ATEJbCTBOM, YKa3aHHbIe JiMIa (COrJiacHO II. 2) HeCyT
OTBETCTBEHHOCTb 3a IMOJIHOTY, JOCTOBEPHOCTb U aKTYaJIbHOCTb CBeJleHUK, BHECEHHBIX
nmu B ['JIOUC.

2. TEXHUWYECKME TPEBOBAHUA

2.1 TPEBOBAHMA K OPTAHU3ALIMU MOAK/JIOYEHUA

Opranusanus mnojakiawdeHus kK [JIOUC ocyuiecTBiasseTcsi B COOTBETCTBHU €
Tpe6OBaHUSAMU:

o YcsioBus oroBopa Ha MOAK/IIOYEHHE,;

o HacTos1mmux TeXHU4eCKuX yCJ0BUM.

2.1.1 TPEBOBAHHA K IPOTOKOJIAM OBMEHA IAHHBIMH

Ha ypoBHe KJMEHTCKOTO OObEKTa, /[Jis Iepefayd JAaHHbIX MeXJy KOHEYHbIMU
YCTPOMCTBAaMM M KOHTpoOJUIepaMu nepegadd AaHHbIX (KIIJI) MCrosib3yrOTCs HPOTOKOJIBI
CBSI3U KJIMEHTCKUX TEXHUYECKUX CHUCTeM, MPOTOKOJbl OOMeHa JaHHBIMH, MO3BOJISIONIME
NOJAK/IIOYUTDL CleliMaJM3UPOBAaHHbIe CUCTEMbl pa3JIMYHBIX THUIOOB U Pas3/IMYHBIX
NPOU3BOAUTEJIEN.

B3aumojielicTBre MeX/y KIMEHTCKUM 00'b€KTOM, OT/I€JIbHBIMU TEXHUYECKUMU
cucreMaMH (c ogHOM cTopoHbl), 1 [JIOUC (c Apyroi CTOPOHbI) OCYIIECTBJSETCS C
MCII0JIb30BaHUEM CTeKa MPoToKoJ0B ceMeiicTBa TCP/IP no MHUSM CBS3U CeTH
HuTtepnert. [Ipu atom ['VIOUC npruHuMaeT nepeiaBaeMyto HHPOpPMaIMIO OT KOHEYHBIX
YCTPOUCTB B $popMaTe paboThl KOHTPOJLIEPOB Nepegayu ganHbix (KIIJI).

JlekoAupoBaHKe U HOpMaJIU3aUUs MapaMeTpoB NpoucxoauT Ha ypoBHe ['JIOUC u He
BJIMSET Ha pab0Ty TEXHUYECKUX CUCTEM.
Cxema noakaodenus Kk 'JIOUC:
e [lpu nogknroyenuu K ['JIOUC TpebyeTca Hanuyne cratudeckux [P-agpecos cetu y

KaXKJ|0r0 U3 YCTPOMCTB nepeaaydu AaHHbiX (T/I-Todek mocTyma).

e B pesysbTaTe onpoca T/l, raHHble nepeaawTcs Ha [P-agpec o61ayHOro cepBHCa,
r/ile OHU MO/iBepralTCcs JaibHellel 06paboTKe.
[Io Bonpocam pa6oTtbl ['JIOUC — M0OKHO €BfI3aTbCA C IPYNIION TEXHUYECKOU MOALEPKKH
(support@glois.info).
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2.1.2 TPEBOBAHHA K JINHUAM CBSA3H1

O6ecrieyeHue MOJK/IIOYEHHS K ceTh UHTepHeT (omiaTa) Bo3JlaraeTcst Ha [oJjib30BaTesel
['JIONC.

s TJIOUC moryT ucnosnb3oBaThes: Ethernet, Wi-Fi, GPRS.

2.2 TPEBOBAHUS K PEAJIU3ALIUM 3AILIMIIEHHOTO B3AUMO/IEMCTBUSA

[Ipu nmoctpoeHun cucteMbl UHPopManumoHHOU 6e3omacHoctu [JIOMC yuyuTeiBaeTcs
MOJIHBIM MepeyeHb BO3MOXKHbIX YIPO3 M MyTeH, C UCNOJb30BaHUEM KOTOPbIX MOXKET ObITh
HapyueHa pa6oTta ['JIOUC. OcHOBHbIe yrpo3bl: HECAHKIIMOHUPOBAHHBIN OCTYII, AeNUCTBUSA
Bpe/IOHOCHOTO MPOTPaMMHOI0 06ecrneyeHus U Jp.

B nesnsax 3amutsl MHPopMauuoHHbIX pecypcoB ['J/IOUC obecneynBaloTCs U NMOCTOSHHO
NOAAEP>KUBAKTCA CeyI0le MEPONPUATHUA:

. KOHQUIEHIUAJIbHOCTh 00pabaThiBaeMOW U XpaHUMOK UHOPMaALIUU;

o 11eJIOCTHOCTb (0CTOBEPHOCTD) 06pabaThbiBaeMOi U XpaHUMOM UHPOPMAIHH.

[IporpamMmHbIe cpecTBa HHopMaLMoHHOM 6e3onacHocT [JIOUC obecneyrBaroT:

o 3al[ATy OT HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA;

o KOHOUEHIIMATbHOCTD IaHHBIX;

o UCKJIIOUeHWEe  BO3/IEWCTBUS  BPEJOHOCHOTO IPOrpaMMHOTO  0bGecrnedyeHUst
(«<KOMITbIOTEPHBIX BUPYCOB», PE3U/IEHTOB, OTJaA4UKOB U T.[.);

o 3alUTy OT JleicTBUM He106pOCOBECTHOTO WU HeJI0CTaTOYHO

KBaJIMGULMPOBAHHOTO MepCoHaIa.

OcyuectBiaeHre QYHKIIMOHUPOBAHUS IPOrPaMMHO-TEXHUYECKUX Mep HH(POPMaLMOHHOMI
6e30IIaCHOCTH INPOU3BOJAUTCA MpPU 00ecledyeHUH TeXHWYeCKUX (QU3MYeCKHX) WU
OpraHM3alMOHHBIX Mep 3alUThl.

TexHWYecKre Mepbl BKJIYAIOT B Ce6s:

o MCII0JIb30BaHWE MEXaHW3MOB 3alllUThl AaKTUBOB OT HECAHKIMOHHPOBAHHOTO
npocryna (ganee - HC/);

o MCII0JIb30BaHME IUTATHBIX (GYHKIUHK 3alUThl UHGOPMALMHU U pa3TpaHUYEHHM
poctyna OC, CYB/] v o60pyoBaHus;

o MCII0JIb30BaHME JOMOJHUTENBHBIX CPEJCTB KOHTPOJIS LIeJIOCTHOCTH JaHHBbIX.

OpraHu3alMOHHbIE MePbI BKJIOYAIOT B CEOS:

. BbIIIOJIHEHHE WMHCTPYKLMI OpraHu3alyd 110 06ecleYyeHU0 6e30MacHOCTH
WHpOpMaIUY;

. BbIIIOJIHEHHWE  MHCTPYKLUMM 10  3KCIUIyaTallUM  CPEACTB  IOJCUCTEMBI
uHdopMaLMOHHOM 6e3onacHocTy (gasee - [IUB);

. MEPONPUATHS 10 3aluTe 060pyAoBaHusa U [0 OT HECAaHKIMOHMPOBAHHOTO
JIOCTYyTIA.

[IporpammHuble cpenctBa  3awutbl [JIOUC 0T HeCaHKLIMOHUPOBAHHOrO [OCTyINa
o6ecre4rBalOT BbINIOJIHEHUE PYHKLIUNI:

. 3alMTa KaHAJIOB NepeJladyy JaHHbIX;

. ayTeHTU(]UKaL NS N10JIb30BaTe el IpU BXOJe B CUCTEMY;

. ayTeHTUQUKaLMsad U  aBTOpU3alus  I[0Jb30BaTeJed MNpU  OpraHU3aluu
MH(OPMaLMOHHOT0 0OMeHa C MPOrpaMMHO-TeXHUYeCKUM KoMiiekcoM ['JIOUC;

J ayTeHTUUKaLMa U aBTOpU3alMs [10Jb30BaTesiell IpU paboTe ¢ KOMIIOHEHTaMHU
CUCTEMBI;

J KOHTPOJIb IIpaB J0CTYIIa;

o yopaBJeHHe [OCTYIIOM Ha Bcex 3TanaXx QYHKIMOHUPOBAHUA CUCTEMBI, B
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COOTBETCTBUH C NNOJIMTUKAMU JOCTyMNaA JJIs BCEX KaTeropuu 00CTY>KUBAKOLIETO
IepcoHaJia U MoJib30BaTeJlew;
. samuty [JIOUC OT HeCAaHKIMOHMPOBAHHOIO M3MEHEHHs M JOCTyma (KJIodYeH,

napaMeTpOB aJITOPUTMOB, HACTPOEK IMpaB pa3rpaHUYEHHs [AOCTyNa, CIPABOYHHUKOB,
KOHQUTYpaIMOHHBIX (aNJOB U Ap.) MPOrpaMMHO-TEXHHUYECKUMH, OpPraHU3allMOHHBIMH
MeTOJaMU;

o KOHTPOJIb 06palleH!sl K pecypcaM CUCTeMBblI;
o perucTparys MonbITOK HECAHKIIMOHUPOBAHHOTI'O IOCTYIA K pecypcam;
o BeJleHHe XXypPHaJI0OB pab0Thl KOMIIOHEHTOB CUCTEMBI.

TpeboBaHUsA MO 6€30MACHOCTH MOTYT ObITb YTOYHEHbl Ha 3Tale MNPOEeKTUPOBAaHUA U
MOJKJII0YEHUS K cicTeMe (110 COrJIaCOBaHHUIO CTOPOH).

B TJIOUC pa3paboTaH pernamMeHT apXMBUPOBAaHHWS M pPe3epPBHOr0 KOMHWPOBAHUA
IITAaTHBIMU CPEJICTBAMH CUCTEMBI, ONIpe/ieJIEHO MECTO XpPAaHEHUS KOMUH.

[l obecneyeHUs] KOHQUJEHLMAJbHOCTU IepefjaBaeMod HHPOpPMALUU B pexUMe
JIOCTyra BO3MOKHO HCIOJIb30BaHHE [AONOJIHUTE/bHbIX Mpoleayp mudpoBaHUs, a s
obecrieyeHUs] HOPUAWYECKONM 3HAYUMOCTH, KOHTPOJIS I1eJIOCTHOCTU W MOAJHWHHOCTHU
WHpOpMaLMHU — 3JeKTPOHHOMH 1udppoBoi moamnucu (III). Bo3MOXKHOCTb HCI0Ib30BaHHS
M PpPOBaHHUS U 3JIEKTPOHHOM NOJNUCU TPebyeT YTOUHEHUS Y cayx0bl noagepxkku ['JIOUC.

OpraHu3aloHHble (aJMHHHUCTPATUBHbIE) MePbl TPEOYIOT CTPOTOro COGJI/JeHUE
NpaBUJ 00pallleHUsl CO CayKeOHOH nHopMalMen.

QOyHKIIMOHUPOBAHHUE KJIWEHTCKOM YacCTH JOJKHO OCYIIECTBJSTBHCS B yCJAOBHSIX CTPOro
perJiaMeHTUPOBAaHHOTO U KOHTPOJIMPYEMOr0 JOCTYIa.

KoHKkpeTHbIe cpecTBa 3al[UThl IPOrPaMMHbBIX KOMIIOHEHTOB U KJII0YeBOU MHOpMaI U1
oT HC/l onipenensoTca Ha cTaauy NoAKIAO4YeHUs kKiaveHTa K [JIOUC.

2.3 TPEBOBAHMA K TPOTPAMMHOMY OBECIIEYEHHUIO
[lonb3oBaTtesu [JIOUC [go/mKHBI HMCHOJB30BaTh aKTyaJilbHble BepPCUA HHTEPHET-
6pay3epoB.
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